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The Problem Poor Indoor Environmental Quality (IEQ)



The SHINE Research Project

• Objective: Improve sustainable social 
housing and climate resilience using 
non-intrusive environmental sensors

• Utilises cutting-edge research in 
housing policy, sensor technology, 
IoT, and data science

• Inform policy interventions and 
support the integration of smart, 
sustainable technologies

• Aims to enhance the well-being of all 
residents & vulnerable populations in 
social housing

• Empower government bodies, local 
authorities, and social housing tenants 
to tackle health, economic, and 
environmental challenges.

Sensor Policy 
recommendationsDesign



Methodology

• Qualitative interviews (January to August 2024)

• 28 stakeholders in the social housing sector

• AHB

• Local Authority

• Government 

• Private organisations

• Non-profit organisations 

• Advocacy groups

• Residents

• Data management: NVivo Software

• Thematic Analysis
• Findings guided sensor design: non-intrusive installation, privacy 

protocols, user interface, and resident engagement strategies.





Efficacy
∙ Correctly diagnose the policy targeted 

environmental hazards

∙ Facilitate real-world improvements

Transparency
∙ How it operates should be clear to all 

stakeholders, including the resident

Privacy
∙ Don’t transmit raw telemetry, only results

∙ Don’t act like a black-box flight recorder

Reproducibility
∙ Lab tests and real-world operation must 

match what it says on the spec sheet

Integrity
∙ Surveillance can’t be enabled remotely

Core Engineering Goals



Privacy context
Privacy risks from raw unfiltered sensor 

telemetry

Residential households

● Highly sensitive environment

● Right and expectation of total privacy from 

businesses and government.

Detailed sensor telemetry can be used to infer 

unrelated behaviour about the users 

environment:

● Room presence detection

● Awake / sleep times

● Levels of physical activity

● Non-targets like smoking, drinking, etc

This can be combined with other 3rd party 

datasets (e.g. TV viewing information, internet 

browsing history) for an even more detailed 

picture.



Privacy context
Surveillance Capitalism

RTE PrimeTime, 18 September 

2025
Example Data-Sharing Notice



Privacy context
Mass-production of AI



Privacy context
Rise of Authoritarianism



Solution Overview



Efficacy

Choose existing environmental risk models 

from literature

● Established track record in academia

● Favor widely used in industry

● Common language between researchers 

and stakeholders

● More likely to align to existing & new 

standards (HSA, ASHRAE, Well-

Building...)



Transparency, Privacy, Reproducibility
Algorithm Implementation

Understandable, deterministic behaviour

Represent diagnostics in Cartesian space
● Use graphs from source papers

● Augment with simple counters / state tracking

Minimize runtime state / history tracking 
● Only high-level summary required for output

Perform calculations using low-complexity 

deterministic logic
● Combinatorial, Finite State Machines

● Similar to high-assurance avionics

Not understandable, non-determinstic

Complex code algorithms?
● Expertise required to understand

● Non-deterministic? => Unknown edge cases, not repeatable 

behaviour

Neural Networks?
● Inscrutable

● Capable of hidden arbitrary computation

(Universal Function Approximation, Turing Complete) => Hidden 

surveillance



Integrity

Data Diode

System can only SEND data, not RECEIVE

==> Integrity depends only on supply-chain security and local 

security

==> Behaviour will stay consistent unless locally changed

Protects privacy against:

∙ Remote hacking

∙ Remotely changing operating parameters

∙ Remote updates of malicious firmware with new hidden surveillance



date collection_i

d
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n_thermal_
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n_thermal_
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August A123 6 1 3 2 2 2 0

August B456 10 7 2 1 7 2 1

September A123 6 1 3 2 2 2 0

September B456 10 7 2 1 7 2 1

October A123 6 1 3 2 2 2 0

October B456 10 7 2 1 7 2 1

Open Data

Aggregated results aligned to environmental risk survey periods (e.g. 1 month)

Survey housing stock. Inform Policy.

* Subject to consent from user



Thank you

https://projectshine.ie/

@shineprojectie.bsky.social

@The SHINE Research Project


	Slide 1: A privacy-focused data solution for understanding and improving indoor environmental quality in social housing 
	Slide 2: The Problem Poor Indoor Environmental Quality (IEQ) 
	Slide 3: The SHINE Research Project 
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16: Thank you

