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Research Data Management 
IT Considerations 



Information Systems Services 
 

 

 
 

 

 

 

www.dcu.ie/iss 



Research Data Management 
What is Research Data? 
 

“ … although the majority of such data is created in digital format,  

   all research data is included irrespective of the format in which it is created.“ 

 

DCU Research Data Survey 
• Research Support Office 

• January 2016 

 

Data Protection 
• Covers data in all forms 

• DCU Data Protection Officer - Next 

 

 

 
 

 

 

 



Data Protection 
Data Classification Policy – ISS Website 
 

“Individual staff members are responsible for ensuring that 
sensitive information they produce is appropriately protected 
and marked with the appropriate classification” 

 

 

 

 
http://www.dcu.ie/iss/policies 



Data Protection 
Data Classification Policy – ISS Website 
 

 

 

 

 



Data Protection 
Data Handling Guidelines – ISS Website 
 

 

 

 

 

http://www.dcu.ie/iss/policies/procedures-guidelines.shtml 



Data Protection 
Safe Storage & Encryption of Digital Data 

 
 

 

 

 



Research Data - Storage 
Where is Research Data Stored in DCU? 
 

 

 

 
 

 

 

 

Majority of DCU Research Data is Digital 
 



Research Data - Storage 
External Media – Not Recommended 
 

 

 

 
 

 

 

 

• Lost  
• Stolen 
• Damaged 
• Degrade 
• Unauthorised Access 

See Data Handling Guidelines 
http://www.dcu.ie/iss/policies/procedures-guidelines.shtml 



Research Data - Storage 
Hard Disks – Encrypt Data 
 

 

 

 
 

 

 

 

http://www.dcu.ie/iss/encryption 
 



Research Data - Encryption 
Microsoft Office Files 
 

 

 

 
 

 

 

 

• Encrypts  
• Password Protects 
• Safe to E-mail 

 
• Mind Password! 
• ISS Can Not Recover 



Passwords 

Primary method of protecting all our digital data 
 

Weak Passwords 

• names, places, words, DOB 

 

Strong Passwords 

• Long – use sentences 

• e.g. “Icanneverremembermypassword” 

 
 

 
 

 

 
 

https://lastpass.com 
 



Research Data - Encryption 
Files and Folders 
 

 

 

 
 

 

 

 

http://www.dcu.ie/iss/encryption 
 

http://www.7-zip.org 



Research Data - Encryption 
Laptops 
 

DCU Laptops 

• Free encryption service - ISS 

• Protects all files automatically 

• Password recovery service 

• No problems if lost or stolen – DPC 

 

Non-DCU Laptops 

• Should be encrypted if used for sensitive data 

 

Encrypted Laptops 

• Files are not encrypted once moved/shared 

• E.g. attach to e-mail, copy to external drive 

 

 

 
 

 

 

 



Research Data - Volume 
Data Set Sizes in DCU 
 

 

 

 
 

 

 

 



Research Data - Volume 
Large Data Sets in DCU 
 

 

 

 
 

 

 

 



Research Data - Storage 
Where is Research Data Stored in DCU? 
 

 

 

 
 

 

 

 



Research Data - Storage 
Cloud Storage - Dropbox 
 

 

 

 
 

 

 

 

No agreement with DCU 
Not approved by DP Officer 
 



Research Data - Storage 
Cloud Storage - Dropbox 
 

 

 

 
 

 

 

 

Agreement with DCU 
Approved by DP Officer 
 



Research Data - Storage 
Cloud Storage – Microsoft Azure 
 

 

 

 
 

 

 

 

Agreement with DCU 
Approved by DP Officer 
 



Research Data - Storage 
Cloud Storage - Google 
 

 

 

 
 

 

 

 

Agreement with DCU 
Approved by DP Officer 
 



Research Data - Storage 
Cloud Storage - Google 
 

 

 

 
 

 

 

 

Agreement with DCU 
Approved by DP Officer 
 



Research Data - Storage 
Cloud Storage - Google 
 

 

 

 
 

 

 

 

Agreement with DCU 
Approved by DP Officer 
 



Research Data - Storage 
Cloud Storage - Google 
 

 

 

 
 

 

 

 



Research Data - Storage 
Cloud Storage - Google 
 

 

 

 
 

 

 

 



Research Data - Storage 
Cloud Storage - Google 
 

 

 

 
 

 

 

 

Data is safe and secure in core apps 
Multiplatform 
Unlimited Storage 
Can encrypt before store/backup 

http://www.dcu.ie/iss/dcuapps 



Research Data - Storage 
Cloud Storage - Google 
 

 

 

 
 

 

 

 

Data is safe and secure in core apps 
Multiplatform 
Unlimited Storage 
Can encrypt before store/backup 

http://www.dcu.ie/iss/dcuapps 



Thank You 

 

Justin.Doyle@dcu.ie 
 

 

 

 
 

 

 

 




